T

Smart Cellular Module

ethertronics®

1.0 Device Overview:

The SCM-1 is a small form factor, low power cellular cloud-
based module, it provides verity of analog and digital
functionality. It has been designed with LTE Category-M1
and NB-loT cellular technologies. LTE Category-Mland NB-
loT are low-power wide area (LPWA) cellular technologies,
both are specifically designed for the Internet of Things
(loT) and machine-to-machine (M2M) communications.

Features

e Supports LTE Cat. -M1 and NB-loT
technologies.

e Low Power

e Small form factor (1.524”X2.045”)

e Better coverage than regular cellular networks.

e Has the priority over other cellular networks

1524 3

09

4 Applications:

p e Measuring and controlling systems
¥ e Industrial applications
e Smart lighting control

SP0C

e Smartirrigation system
2 e Gas leak detection

jlllllIIIIIIIIII!IIIIIIIIIIIIIIIIIIIIIf.i

27 28 2930 31323334

JTTT TTTT
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2.0 Pin Assignments:
This part shows pin assignments of the SCM-1. It has 37 pins with different functions which are shown in
the figure and the table below.

0 < w
oo
&2
i
35 36 37
P0.26 ==t 38
P0.27 =4 39
P0.28 =t 40
P0.29 =t 41
P0.30 =t 42
P0.31 =t 43
COEX2 =i 44
COEX1 =4 45
COEX0 —t 46
P0.00 =4 47
P0.01 =4 48
P0.02 =1 49
P0.03 =4 50
P0.04 =4 51
P0.05 ==t 1
P0.06 =t 2
P0.07 =4 3
10_SUPPLY =t 4
P0.08 =4 5
P0.09 —¢ 6
P0.10 =4 7
PO.11 =t 8
P0.12 =t 9
P0.13/ AINO=—¢ 10
P0.14/ AIN1 =t 11
P0.15/ AIN2 =t 12
PO.16/AIN3 =t 13
P0.17/AIN4 = 14
P0.18/AINS =t 15
P0.19/AIN6 =1 16
NRESET =t 17
SWDCLK ==t 18
SWDIO —¢ 19
P0.20/AIN7 = 20
P0.21/TRACECLK == 21
P0.22/ TRACEDATAQ == 22
P0.23/TRACEDATA1=——% 23
P0.24/ TRACEDATA2=—1 24
P0.25/ TRACEDATA3== 25
MAGPI02=—1 26
27 28 29 30 31323334
T 1111
TET 5858
5992 3 580
2 a
s

Fig2.1: SCM-1 Diagram

Tablel: Pin Assignments

# | Pin name Function Description

1 | P0.05 Digital 1/0 (SoC) General purpose I/0

2 | P0O.06 Digital 1/0 (SoC) General purpose I/0

3 | P0O.07 Digital 1/0 (SoC) General purpose I/0

4 | 10_SUPPLY Power Reserved for Nordic use

5 | P0.08 Digital 1/0 (SoC) General purpose I/0

6 | P0.09 Digital 1/0 (SoC) General purpose I/0

7 | PO.10 Digital 1/0 (SoC) General purpose I/0

8 | PO.11 Digital 1/0 (SoC) General purpose I/0

9 | P0.12 Digital 1/0 (SoC) General purpose I/0

10 | P0.13/ AINO Digital 1/0 (SoC)/ Analog | General purpose I/0/ Analog input
input

11 | P0.14/ AIN1 Digital 1/0 (SoC)/ Analog | General purpose I/0/ Analog input
input
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12 | P0.15/ AIN2 Digital I/0O (SoC)/ Analog | General purpose I/0/ Analog input
input
13 | P0O.16/AIN3 Digital I/0 (SoC)/ Analog | General purpose I/0/ Analog input
input
14 | P0.17/AIN4 Digital I/0 (SoC)/ Analog | General purpose I/0/ Analog input
input
15 | P0.18/AIN5 Digital I/0 (SoC)/ Analog | General purpose I/0/ Analog input
input
16 | P0.19/AIN6 Digital I/0 (SoC)/ Analog | General purpose I/0/ Analog input
input
17 | nRESET Digital 1/0 (SoC) System reset
18 | SWDCLK Digital input Serial wire debug clock input for debug and
programming
19 | SWDIO Digital 1/0 Serial wire debug I/O for debug and
programming
20 | PO.20/AIN7 Digital I/O (SoC)/ Analog | General purpose I/0/ Analog input
input
21 | PO.21/TRACECLK Digital I/0 (SoC)/ Trace | General purpose I/0/ Trace buffer clock
clock (optional).
22 | P0.22/ Digital I/0 (SoC)/ Trace | General purpose I/O/Trace buffer TRACEDATA
TRACEDATAO data [0] (optional).
23 | P0.23/TRACEDATA1 | Digital I/O (SoC)/ Trace | General purpose I/O /Trace buffer TRACEDATA
data [1] (optional)
24 | P0.24/ Digital I/0 (SoC)/ Trace | General purpose I/O/ Trace buffer TRACEDATA
TRACEDATA2 data [2] (optional).
25 | P0.25/ Digital I/0 (SoC)/ Trace | General purpose I/O/ Trace buffer TRACEDATA
TRACEDATA3 data [3] (optional).
26 | MAGPIO2 Digital 1/0 (SoC) Reserved for Nordic use
27 | MAGPIO1 Digital 1/0 (SoC) Reserved for Nordic use
28 | GPS RF GPS receiver input
29 | SCLK Digital 1/0 (SoC) Reserved for Nordic use
30 | SDATA Digital 1/0 (SoC) Reserved for Nordic use
31| VDD Power Supply voltage
32 | GNDO Power Ground
33 | GND1 Power Ground
34 | GND2 Power Ground
35 | GND3 Power Ground
36 | GND4 Power Ground
37 | GND5 Power Ground
38 | P0.26 Digital 1/0 (SoC) General purpose I/0
39 | P0.27 Digital 1/0 (SoC) General purpose I/0
40 | P0.28 Digital 1/0 (SoC) General purpose I/0
41 | P0.29 Digital 1/0 (SoC) General purpose 1/0
42 | P0.30 Digital 1/0 (SoC) General purpose I/0
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43 | P0.31 Digital 1/0 (SoC) General purpose I/0
44 | COEX2 Digital 1/0 (SoC) Coexistence interface
45 | COEX1 Digital 1/0 (SoC) Coexistence interface
46 | COEXO Digital 1/0 (SoC) Coexistence interface
47 | P0O.00 Digital 1/0 (SoC) General purpose I/O
48 | P0.01 Digital 1/0 (SoC) General purpose I/0
49 | P0.02 Digital 1/0 (SoC) General purpose I/0
50 | P0.03 Digital 1/0 (SoC) General purpose I/0
51 | P0.04 Digital 1/0 (SoC) General purpose I/0

3.0 Dimensions and Footprint:
Figure 2 shows the dimensions and footprint of the SCM-1.

0.03x0.07—>

0.05

0.085

2.045

P

0.85

Fig3.1: SCM-1 Dimensions and footprint
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4.0 Technical and Environmental Specifications:
Tables 4.1 and 4.2 show the environmental and technical specifications for the SCM-1.

4.1Recommended Operation Conditions

Table2: Recommended Operation Conditions

Symbol Parameter Notes Min. | Nom. | Max. Units
- Including voltage drop, ripple
Battery input and spikes.
VDD . . . \Y
voltage - RF 3GPP compliancy requires 3.0 |38 >
3.3V.
GPIOH GPIO high level VDD_GPIO | V
voltage
MAGPIOH | AGPIO high level 18 |18 v
voltage
TA Operating 40 |25 |85 °C
temperature
4.2 Absolute Maximum Ratings
Table3: Absolute Ratings
Min. Max. Unit
VDD -0.3 5.5 \Y
Storage temperature -40 125 °C
Moisture Sensitivity 2
Level (MSL)
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4.3 Block Diagram

Antenna

nRF9160

LTE Antenna

SIM/eSIM

Fig4.1: SCM-1 Block Diagrm

5.0 Software configuration:
This section is a detailed introduction to the software configuration including development tools and
coding.

5.1 Getting Started
Requirements:
e SCM-1
e nRF9160 DK
e Windows, macOS or Linux PC
e nanoSIM card supporting LTE-Cat.M1
e microUSB cable
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5.2 Development Tools

To get started with nRF DK and the SCM-1 install the nRF connect for desktop.

Header Pin (SCM-1) | Function | DK Connection
1 3.3V VTG

2 SWDIO SWDIO

3 SWCLK SWDCLK

4 P1.00 SWO

5 RESET RESET

6 GND GNDDET

1- Go to Nordic Semiconductor Website. Click here

2- Click on Software and tools.
S Products

NORDIC

Software and tools
Development kits
Software
Bluetooth software
Thread software
Zigbee software
ANT software
802.15.4 software
Development tools

Reference designs

Modules and other 3rd-party

Applications Support ™

About us

Fig5.1: Software and Tools
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https://www.nordicsemi.com/

3- Click on Development Tools and choose nRF Connect for Desktop.

>

SEMICONDUCTON

Software and tools
nRF Sniffer for 802.15.4

Development kits

Software SEGGER Embedded Studio

Blustooth software nRF Connect for Desktop

f
T actics nRF Connect for Mobile

nRF Connect for Cloud
Zigbee software

ANT scftsicing IDEs and toolchains

Test and evaluation software
802.15.4 software

Mobile apps

Cloud develooment
Reference designs

Modules and other 3rd-party

Fig5.2: nRF Connect for Desktop

ﬂ Products S nd tools Applications Support About us ™

4- Choose your platform, Download and Run the latest version of nRF Connect for

Desktop.

[4] Samsung Sound..

Highlights
Bluetooth Low Energy

» Easy-to-use cross platform application for Bluetooth LE connectivity testing
* Supports auto detection of connected Nordic kit and automatic FW uploading
* Supports LE Security introduced in Bluetooth 4.2

* Up to 8 concurrent Bluetooth LE connections

* Max 8 concurrent central connections

* Max | peripheral connection

* Scans for Bluetooth LE devices

* Parses advertisement data

- Shows RSSI value

» Connects to any connectable Bluetooth LE device

+ Discovers and parses services and characteristics

Cellular lol with LTE-M and NB-lol

* Easy-to-use cross platform application for connectivity testing using LTE-M and
NB-lol

- Getting started assistant for installing the development tools and SDK for
nRF160

+ Supports auto detection of connected Nordic kit

» LTE Link Monitor for use of AT commands with the nRF9! Series

* Shows connection status with cellular network

* Shows RSSI values

Fig 5.3: Platform Choosing

8

Download latest
version, nRF Connect
for Desktop

Choose platform

v
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5- After you download it on your desktop go to Settings and check for updates.

£ Launch app =+ Add/remove apps /& Setiings

Updates
Last update check performed: 2019-06-04 15:13:34

[# Check for updates at startup £ Check for updates now

Extra app sources

=+ Add source

Fig5.4: Settings

6- Go to Add/Remove Apps, Install Getting Started Assistant and Programmer.

{ Launch app = Add/remove apps 9, Settings

Bluetooth Low Energy [official]
General tool for development and testing with Bluetooth Low Energy

More information % [nstall

Getting Started Assistant [official]
Guide to set up the nRF Connect SDK

* [nstall

LTE Link Monitor [official]
Link monitor and AT command terminal

More information * Install

Plmisme Pleafilase roee_:on

Fig 5.5: Getting Started Assistant

B ———————————————
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nRF Connect v3.0.0 — O X

i Launch app = Add/remove apps 9, Settings

Power Profiler [official]

Tool to measure current for nRF5x applications

More information * Install

Programmer [official]
Tool for flash programming of nRF SoCs

More information * Install

RSSI Viewer [officiall
Live visualization of RSSI per frequency for nRF52832

More information * [nstall

i 0B

Trace Collector [official]

Fig 5.6: Programmer Install

7- Go to launch app, and launch Getting Started Assistant.

nRF Connect v3.0.0 - O *

¢ Launchapp = Add/remove apps 9, Settings

Q Getting Started Assistant .
official, v1.0.0

m |
official, v1.2.0

Fig 5.7: Launch Apps
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8- Follow the steps from 1 to 4 to finish installation.

nRF Connect v2.6.0 - Getting Started Assistant - o X

B e Install the toolchain VRS

Install the W ChocolateyInstall
toolchain Complete the following steps to install the toolchain using the Chocolatey - €1\ Programbata\chocolatey
package manager.
Clone the For more information, see Installing on Windows in the nRF Connect SDK W CouRrmEnb_path
P nRF Connect documentation. c:\gnuarmemb
SDK
4
Download i i
i, Install Chocolatey by following the installation
3 instructions on the Chocolatey website
Embedded : ncs_tag
Studio Open a command prompt ( emd. exs ) as Veriy
Administrator. To do so, click the Windows.
Setupa start symbol. enter cmd.exe in the search
project in field, then right-click the result and choose
' sEGGER Run as Administrator.
Embedded Opiional: Disable global confirmation to avoid
Studio having to add the -y flag to all chocolatey
commands. To do o, enter the foliowing
command: T
Leg on
11:36:42.710 | Application data folder: C\UsersiKshehadeh\AppCata\Roaminginrfconnectinrf-frameworl ~

Fig 5.8: Install the toolchain ‘

9- The first step starts with opening your Command Prompt, make a right click, and choose
Run as administrator.
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All Apps Documents Settings Web More w Feedback

Best match
- Command Prompt > -
App
Apps
Command Prompt

Git CMD (Deprecated) > App

GCC Command Prompt >
Search the web 7 Open

O cmd - see web results > L Run as administrator

[l Open file location

-4 Pin to Start

-9 Pin to taskbar

£ emd

Fig 5.9: Command Prompt
10- Enter commands as described.

- B oRF Connect 26 Staned Assistant - [=] x
= oRF ConnectSDK N noRDIC
o eV Install the toolchain ML

1 Install the tooienain using tne
2 el he NRF Connect SDK documentatio
|
|
4 nler cnd.exe In the search field, then ngh
Run as Administrator.
le -n allosslob
as Administrator Install Cliake [Y—
=i
\stall Gt by entering ng command
[ww |
install Ninja by entering the following command
Log aon

Fig 5.10: Installing Steps

Note: At the end of Step 1 create a new folder (c: \gnuarmemb) and install GNU ARM
Embedded toolchain into it as mentioned.
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11- Verify all commands in step one and move to the next step.

nRF Connect SDK

Q Overview

Install the toolchain

Clone the nRF
Connect SDK

Download SEGGER
Embedded Studio

Set up a project in
SEGGER Embedded
Studio

Clone the nRF Connect SDK

The nRF Connect SDK consists of four GitHub repositories. To set up the nRF Connect SDK, you must
clone these repositories and install the required Python modules.

If you intend to contribute directly to any of the repositories, you need to fork the repositories. For more
information, see Forking the nRF Connect SDK repositories in the nRF Connect SDK documentation.

To manage the combination of repositories and versions, the nRF Mark done
Connect SDK uses wesl.

Install it by entering the following command:

pip3 install west

Initialize west and clone the nRF Connect SDK manifest repository Mark done
nrf :

Note: If you already cloned the nRIF Connect SDK repositaries and want veriry
fo continue using these clones, skip this step and see Updating your
existing clones to use west instead.

cd <sourcecode_root>

mkdir ncs

cd ncs

west init -m https://github.com/NordicPlayground/fw-nrfconn
ect-nrf

west update

Decide If you want to work with a tagged release of the nRF Connect
SDK or with the latest state of development.

Mark done

Note: The latest state is not necessarily fested. For a higher degree of

-

Fig 5.11: Verify Commands
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12- In step 3 be sure to download the Segger Embedded Studio using the link attached in step 3.

B} nRF Connect v3.0.0 - Getting Started Assistant

nRF Connect SDK

Overview Download SEGGER Embedded Studio

1) Install the toolchain

| The recommended way of building and programming an nRF Connect SDK sample is to use the Nordic Edition of the SEGGER
2 Clone the nRF Connect SDK Embedded Studio (SES) IDE. SEGGER Embedded Studio is free of charge for use with Nordic Semiconductor devices.

Mark not done

o Download SEGGER Embedded Studio

Download SEGGER Embedded Studio from the following links:

V'l Set up a project in SEGGER Embedded Studio
o Windows X86
o Windows X64

Extract SEGGER Embedded Studio to your preferred folder.

Mark not done

Fig 5.12: Segger Embedded Studio in Step 3

13- After downloading and extracting Segger Embedded Studio files (Step 3) go to bin, make a
shortcut of Segger Embedded Studio and move it to your desktop.

| [4] | = | arm_segger_embedded_studio_v418_win_x54_nordic

Home | shore  view

f U & cut X I}y New item ~ @ Open
w1 Copy path £ Easy access ~ Edit
Pinto Quick Copy Paste Move Copy Delete Rename  New Praperties
access [£] Paste shorteut 4o to - folder - @ History
Clipboard Organize New Open
- v » ThisPC » Local Disk(Ci) + arm_segger_embedded_studio_v418_win_x64_nordic
A Name Date modified Type Size
st Quick access
et
Desktop ~ # .
gee File folder
¥ Downlozds html File folder
[5] Documents .+ include File folder
=] Pictures lib File folder
Ivm File folder
@ Creative Cloud Fil
packages File folder
33 Dropbox samples File folder
source File folder
@ OneDrive
targets File folder
I This PC
J 3D Objects
I Desktop
Documents
4 Downloads
b Music
=] Pictures
B videos v
10items

14

HH setect an

Select none
£ Invert selection
Select

v U

Search arm_segger_embedde... 0
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Wanage bin
Home Share View Application Tools
u o Ccut x IE:@ 7 New item ~ [ open - [ setectanl
W Copy path * £ Easyaccess - Edit 15 Select none.
Pinto Quick Copy Paste _ Move Copy Delete Rename  New Properties
P [7] Paste shorteut  tov  to- = folder = @History A invert selection
Clipboard Organize New Open Select
« v P » ThisPC » Local Disk (C:) » arm_segger_embedded studio_v418 win_x64 nordic » bin ~ | | Search bin
atclient  # " Name Date modified Type Size
gps * [%] emBuild.exe 7/10/20191254PM  Application 7419KB
hello_world [E] emScript.exe / 191254 PM  Application 6,238KB
word P [5] emSim.exe 7 191254 PM  Application 8,951 KB
7/10/2019 1254 PM  Application 11540 KB
@ Creative Cloud Fil 20191254PM  AFF File Open
5] en_us.dic /10/201212:54PM  Text Docl & Run as administrator

22 Dropbox
@ OneDrive

O This PC
J 3D Objects
I Desktop
Documents
4 Downloads
D Music
[&] Pictures

@ Videos

s Local Disk (C)

e e

[€] environment.xml
[] GiTinterface.dil_x64
[ HGInterface.dl|_x64
[%] index.exe

[7] JLinle.dil 64
ILink_x64.dll

[€] JLinkDevices.xmi
] keyboard.xml

[€] libstdc++ xml

[&] tollvm.exe

[€] manifestxml

[ mkid.exe

[%] mkpkg.exe

102items 1 item selected 11.2 MB

0191254 PM XML File Troubleshoot compatibility
191254PM  DLL X64 Pinto Start

01212:54PM  DLLX64§ o Move to OneDrive
10/201912:54PM  Applicatii (8 Share

191254PM  DLL X64 Pin to taskbar

191254PM  Applicati Restore previous versions
191254 PM XML File

1

Send te

/20191254 PM XML File et >
19 12:54 PM XML File Cut
01912:54 PM  Applicati Copy

18 12:54 PM__ XML File,

e | _Create shortcut_|
191254PM  Applicati

Delete
0/201912:54PM  Applicati

Rename

Fig 5.13: Segger Studio shortcut

14- Open the Segger Studio and complete the next two steps as described.

B nRF Connect v2.6.2 - Getting Started Assistant —

1
|
2
3

nRF Connect SDK

Overview

Install the toolchain

Clone the nRF
Connect SDK

Download SEGGEH
Embedded Studio

Set up a project in

SEGGER Embedded
Studio

Set up a project in SEGGER Embedded Studio

SEGGER Embedded Studio supports nRF Connect SDK projects. Note that you need the Nordic
Edition of SEGGER Embedded Studio as described in the previous step.

Navigate to the folder where you extracted SEGGER Embedded Studio.
Inthe bin subfolder, run emstudie

Click Teols > Options and select the nRF Connect tab

To load and build a project in SES, you must specify the following
information:

= Zephyr Base - the location of your cloned Zephyr repository (the full
path to ncs/zephyr )

o GNU ARM Embedded Teolchain Directory - the location of your
GNU ARM Embedded Toolchain installation (for example,

c:\gnuarmenb )

Select File > Open nRF Connect SDK Project.

To import a project into SES. you must specify the following information:

CMakelLists.txt - the location of the CMakeLists.txt project file of
the sample that you want to work with (for example, the full path to

ncs/nrf/applications/asset_tracker/CMakelists.txt )

Board Directory - the location of the board description for which to
build the project (for example, the full path to
ncs/zephyr/boards/arm/nrf9160_pcaleesa )

Board Name - the board name for which to build the project (for
example, nrfo168_pcaleede )

Build Directory - the folder in which to run the build (for example,
the full path 10 ncs/nrf/applications/asset_tracker/build )

Delete Existing CMakeCache.txt - select this option to ensure that

Log

Fig 5.14: Installation Steps

15
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15- Open SEGGER Embedded Studio which was installed in step 3.

<«
File Edit View Search  Navigate Project  Build Debug Target Tools  Window  Help

main.c  mainc  mainc  main.c B v X

SEGGER Studio

SEGGER Embedded Studio for Check for PrOjectS | = Open existing || [ Create new
ARM is up to date Updates @)
Today
[ hello_world
All packages are up to date Check for Yesterday
Packages (7)) 0 Hello

Example Projects

[ nRF Samples Solution

[ nRF CMSIS-DSP Samples Solution

Fig 5.15:Segger Embedded Studio
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16- As mentioned in Step 4 click Tools > Options and select the nRF Connect tab.

> SEGGER Embedded Studio for ARM (Nordic Edition) V4,18 (64-bit) - Licensed to Ali Soufi - Co-Ax Technology
File  Edit  View Search Navigate Projed  Build Debug Target | Tools | Window  Help

0 ox e {}  Options... Alt+,
Mo Configurations ) icen=eliiatn R
Project ltems Code Data Package Manager.
| Show Installed Packages
Manually Install Packages...
"3 NewFile Comparison ctri+K F
New Binary File Comparison
| SEGGER Studi
Terminal Emulator L4 tu I(
Admin »
SEGGER Embedded Studio for ARM is up to date Check for Updates @ Projects
Today
[3 mgtt_simple
All packages are up to date Check for Packages () [ asset_tracker
[ at_dlient
Yesterday
Mo project [ matt_simple
Last Week
[ CCM-SIMPLE
> SEGGER Embedded Studico for ARM V4,18 - Opticns x
Environment Options Zearch
o Option Value
Building
4 B CMake
Debug + Additional CMake Options Mone

4 W Directories

* GMU ARM Embedded Toolchain Directory Chgnuarmemb

— % Fephyr Base Chnecs\zephyr
Languages

Environment

4 W Executables

Source Control # CMake Executable Mone
* DTC Executable Mone
. * Minja Executable MNone
TPl * Python Executable MNone
Windows 4 B Llogging
* Maximum Log Lines 1,000
nRF Connect
Keyboard
{No Property)

Colar Schemes

Fig 5.16: Project Setup
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17- Go to File > Open nRF connect SDK project.

> helle_world - SEGGER Embedded Studio for ARM (Nordic Edition) V4.16 (64-bit) - Mon-Commercial License - [m] *

File Edit View Search Mavigate

New...
New Blank File
Open..

b [T e

Open File From Salution...
Open Studio Folder...

Close

Hew Project...
Open Solution...

Fa b x

Open nRF Connect SDK Project...
Impart Project...

§  Close Solution

o

Save As...
Save Copy O As...

Save And Close

@

Save All

Source Control

Page Setup...

Print Preview...

bbB

Print...

Recent Files

Recent Projects

B Eat

Ctri=K, Ctrl=N
Ctrl+0
Alt+Shift=0

Ctri+F4

Ctrl+Shift«N
Ctrl+Shift=0

Ctrl=S
Ctri=K, A
Ctri=K, ¥
Ctri=K, D
Ctrl=Shift+5

Ctrl=K, Shift-P

Chri=K, Ctri=P
Ctri=K, P

Project

Debug  Target  Tools  Window  Help

Check for
Updates @)

Check for
Packages ()

Studio

Projects I 2 Open existing H [ Create new

Today
[ hello_world

Yesterday
[ Hello

Example Projects

Fig 5.17:0pen nRF Project

18- Set CMakelists.txt, Board Directory, Board Name and Build Directory. Notice that you will
be able to run this program only before erasing your nRF9160 or reprogram it.

& SEGGER Embedded Studio

CMakelists.txt

C:/ncs/nrf/applications/asset_tracker/CMakeLists.txt

Board Directory

C:/nesfzephyr/boards/arm/nif9160_pca10090

Board Name

nf9160_pcal0090ns

Build Directory

C:/ncs/nrf/applications/asset_tracker/build_nrf9160_pca10090ns -

[] Clean Build Directory

OK Cancel

Fig 5.18: Connect Options

18

Jul2019



19- Plug the nRF9160 DK to your computer and go to Build > Build Solution

e AIIEL_UGURSI - SLAUMULIL LHHIMSUUEU SLUUIS T AT OIS UL ¥ 10 (WL = LILEHSEU L Al SUUE = U= A TSR gy

File Edit View Search Mavigate Project

Project Explorer

£.2 Common >~ @ (e}
Project ltems
Solution ‘asset_tracker’ '

£ dts files 4 fies modified options
[T Project ‘zephyr/merged.hex"
R 51 Solution "build’
(@ Project ‘all’
— A Project ‘app/libapp.a’
4 23 C_COMPILER__app 2fies
e £ main.C

E:j orientation_detectorc
m Project ‘libspmsecureentries.a’
ﬁ Project ‘spm/spm_app/libspm_app.a’
ﬁ Project ‘spm/zephyr/arch/arm/core/cortex_m/1
ﬁ Project 'spm/zephyr/arch/arm/core/cartex_m,/r
ﬁ Project 'spm/zephyr/arch/arm/core/libspm_are
ﬁ Project ‘spm/zephyr/drivers/serial/libspm_driv
m Project ‘'spm/zephyr/kernel/libspm_kernel.a’
m Project ‘spm/zephyr/lib/libc/minimal/libspm_li
m Project "spm/zephyr/libspm_zephyr.a’
m Project “spm/zephyr/modules/nrixlib/nrf_secu
m Project ‘spm/zephyr/modules/nrixlib/nrf_secu
m Project ‘spm/zephyr/spm_zephyr_prebuilt.elf’
ﬁ Project ‘zephyr/arch/arm/core/cortex_m/libarc
ﬁ Project ‘zephyr/arch/arm/core/cortex_m/mpuy/|
ﬁ Project ‘zephyr/arch/arm/core/libarch__arm__c¢
ﬁ Project ‘zephyr/drivers/gpio/libdrivers__gpio.:
ﬁ Project ‘zephyr/drivers/serial/libdrivers__serial
ﬁ Project ‘zephyr/kernel/libkernel.a’
B Project ‘zephyr/lib/libe/newlib/liblib_libe__ne
ER Project ‘zephyr/libzephyr.a’
m Project "zephyr/modules/nrf/drivers/at_cmd/lil
m Project ‘zephyr/modules/nrf/drivers/gps_sim/
m Project ‘zephyr/modules/nrf/drivers/Ite_link_c
ﬁ Project ‘zephyr/modules/nrf/drivers/sensor/se
ﬁ Project ‘zephyr/modules/nrf/ext/gson/lib..__n
ﬁ Project ‘zephyr/modules/nrf/lib/at_cmd_parse
ﬁ Project ‘zephyr/modules/nrf/lib/at_host/lib..__
ﬁ Project ‘zephyr/modules/nrf/lib/bsdlib/lib..__r
ﬁ Project ‘zephyr/modules/nrf/lib/dk_buttons_a
ﬁ Project ‘zephyr/madules/nrf/lib/modem_info/

The sample will be compiled when you click Build Solution, but the nRF9160 board will not be

programmed yet.

Build Debug Target Tools Window Help

i

Build zephyr/merged. hex
Rebuild zephyr/merged.hex

Clean zephyr/merged.hex

Build Solution
Rebuild Solution

Clean Solution

Compile main.c

Build and Debug
Build and Run
Cancel Build

Build Configurations...

Set Active Build Configuration
Batch Build

Parallel and Unity Build

Show Build Log

F7
Alt+F7
shift=F7 2818 Nordic Semiconductor ASA
ISR dentifier: LicenseRef-BSD-5-Clause-Nordic
Ctri+=F7 h>
>
Ctri=T, F5 hx
Ctrl+T, Ctrl+F5 hs
. h>
Sl ud.h>
ns_and_leds.h>
boot.h>
» [G_BSD_LIBRARY)
lib.h>
Y s
» nfo.h>
Ctrl+B, Ctrl=T

<

#include “orientation_detector.h”™

/* Interval in milliseconds between each time

#define LEDS_OM_INTERVAL
#define LEDS_OFF_INTERVAL
#endif

w
t+

a

K_MSEC(50@)
K_MSEC(588)

t+
c
i

g

/* Interval in milliseconds between each time LEDs are updated when indicating

that an error has occcurred.

*f

#define LEDS_ERROR_UPDATE_INTERVAL
#define CALIBRATION_PRESS_DURATION

#define FLIP_POLL_INTERVAL
#endif

#define BUTTON_1
#define BUTTON 2

Fig 5.19: Build Solution
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20- Before start programming you need to update Modem Firmware. Go back to Nordic
semiconductor website > Software and tools >Development kits>nRF9160 DK.

Products Software and tools News Applications Support About us

Software and tools WRFPI Series develooment kit
nRF9160 DK

Software
nRF52 DK

Bluetooth software
nRF DK

Thread software

nRF52840 Dongle
Zigbee software
ANT software

802.15.4 software
nRF5] Dongle

Development tools
¥ Power Profiler Kit
Reference designs
9 Nordic Thingy:52

Modules and other 3rd-party

Fig 5.20: Modem Update

B ———————————————
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https://www.nordicsemi.com/
https://www.nordicsemi.com/

21- Download the latest version of the Modem Firmware.

Feature Brief LTE Modem imoges et prescompiled binories, signed and encrypled by Nordic Sermiconductr.

Features:

for nRFSI60 LTE-M/NB
loT/GPS Modem firmuware

ed and encrypled

+ Pracampiled bir

* Update modem FW via PC tool nRF C
+ Secure boot with image authertication

E-MeMIC)

+ LTE Rel-13 Cot-pi [
+ LTE Rel-13 Ct-NBI (NB-iaT)
requency civision duplex (FOD)

+ Type B hait duplex (HO}
B, 12,13, 14, 17, 14, 19, 20, 25, 26, 28 and 86

UTRA Bands 1,2, 3,4,

+ Cat-Ml opemtion is enabled an
UTRA Bands |, 2,3, 4, 5,8,12. 13, 17, 1%, 20, 25, 26, 28 and 64

+ Cat-NBI operction is encbied o

+ Power

- Power Sawe Mode (PSM)

- Idle-DRX ond Conmected Made-DRX, DR fextended-DRX in both

* Independent ciock ond sieep state control
+ Interface fa Application CPU

« Al-carmmand Interkace for cantral

- Socket Interfoce for Date

- Medem production fest support
Configurol
e TCP/UDRYIPVA/ PV Dual Shack

HRFFE support

* Artenno Tuner per ban
+ Infegreted TLS(L21/DTLS(2)
* Storoge of TLS and Cloud credertials

+ SMS POU Moce:
+ Ditfererticl FOTA suppart enables small upgrade imoges
ring o Beores Indepencient Frofocol

+ Suppeet for SIM ATK and remote p

- eSIM suppart
+ GPS L1 C/A recelver during LTE PSM made

- Single shat, fixed Interval and coninuous trodking modes

Mok 1 i5 nok possible 1o danngrode bo previous modem frmmorne relecses ofter applying this upgrade

This relecse is cligred with 1.0 of ARFSI AT e

Selected version
nRF9160 LTE- 100 -

M/NB-loT/GPS
Modem
Firmware

9I60_L00zip 5
Older version v

and Medem DFU Tool

Fig 5.21: Modem Firmware Download

R
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22- Go back to the nRF Connect, click launch other App to launch Programmer.

[B) nRF Connect v3.0.0 - Getting Started Assistant - O X

nRF Connect SDK

Launch other app...
System report

Overview Variables

d devices. It @ ChocolateyInstall

The nRF Connect SDK contains libraries and for Nordic
Clone the nRF uses the Zephyr Project as real-time operating system. C:\ProgramData\chocolatey
Connect SDK

Getting started & CnuhrmEmb_path
Download SEGGER

Embedded Studio This app helps you to set up your nRF Connect SDK development environment. It guides you through
installing the required software

c:\gnuarnemb

Setup a project in
SEGGER Embedded « Zephyr requirements and GNU ARM Embedded Toolchain

Studio « NRF Connect SDK

* SEGGER Embedded Studio

Follow the steps on the left to complete the installation. For more information, see the nRF Connect SDK
documentation.

Disclaimer

This app checks what tools are already installed on your machine and helps you add the ones that are
missing. In most cases, you can rely on these checks, but if you have custom installations (for example,
you installed a tool in a non-default folder that is not in your path), the result might be incorrect.

Log n

13:20:45.065 Application data folder: C:\Users\Kshehadeh\AppData\Roaming\nrfconnect\nrf-framework-courses

Fig 5.22: Other App Launch

23- Launch Programmer.

nRF Connect v3.0.0 - O X

Launch app = Add/remove apps

& Getting Started Assistant

i |
official, v1.0.0
oo [
official, v1.2.0

Fig 5.23: Programmer Launch

B ———————————————
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24- Select your device and update modem firmware when its ready (The nRF9160 has to be

connected to your computer).

{8 oFF Connec 100 Programmer

Device Memory Layout File Memory Layout

Log

151324 983
151325 258

Application data folder: C:
Using nefjprog ibrary 10.2.1, pe-nrfjpragjs 1.5.4

File

& Add HEX file ™

C Reload files

®© Clear files
Device
# Eraseal

Auto read memary

Log
08.2.26.566
08:29:26.566

Select a modem firmware sip file

x
4 & » ThisPC » Downloads v o »
Orgenize = New fokder - @
Vit A Mame h Date modified Type Sae
32 Dropbon Ex Files A Apprenice 02_Animation .. 11282018336 01 File
LT
& Onedriee

Rezovery Instnuctions

| AECCANT MotionGEX_EssT (1)2ip

| AECC2NT MotionGFX fssTip
EmbeddedSrudic ARM Noric_ w415 win,

0 This B

1 30 Objects

Pecuments f miwnf6010020
+ Bounioass § b SIS (1
b Music R G
& Pactures 1 tablepress.1.9.1.2ip PM  Compressed (spp
8 Videos . thingy91_pilot +0.2.05ip A pp
P
- ANKE)

MK (F b

File neme: | | Modem firmmere 5o file (zp)

=

Model- Unknown madel

RAM: 256KI8

Flash: 1024KIB In pages of 4KIB.
Device type is unknawn. It may be a
Please check device list supported by nr
Reading device non-volatile memery. This may take @ few seconds.

jon of product from Nordic Semiconductor

Fig 5.24: Modem firmware Update

File

& Add HEX file ™

€ Reload files

@ Clear files

Device

& Erase all
# Eraze

@ Read

Auto read memory

Cellular Modem

# Update modem

23
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25- Open the modem firmware zip file and click write.

Select a modem firmware zip file

4 4 » ThisPC > Downloads

Organize ~ Mew folder
Visio ~ Name -
22 Dropbox Ex_Files_AE_Apprentice_02_Animation_J...
) L33977-001
& OneDrive Recovery Instructions
[ This PC il AECC2017_MotionGFX_EssT (1).zip
“J 3D Objects : AECC2017_MotionGFX_EssT.zip
I Desktop i EmbeddedStudio_ARM_Nordic_v416_win...
. EmbeddedStudio_ARM_MNordic_v418_win...
5| Documents }
¥ Downloads mfwnrfa16007029alpha (1).zip
b Music 2 mfwnrf91600702%alpha.zip
=/ Pictures tablepress.1.9.1.zip

thingy91_pilot_v0.2.0.zip

m Videos

‘i Local Disk (C:)

=¥ Network
v

Date modified

7:43 AM

2/6/2018 2:18 PM

2018 3:19 PM

2019 12:39 PM
2019 1:52 PM
2019 1:48 PM
6/24/2019 10:37 AM

2019 3:24 PM

Type

File folder
File folder

File folder

Compressed (zipp...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...
Compressed (zipp...

Compressed (zipp...

*
v O Search Downloads y-l
=~ [ @
Size
612,617 KB
612,617 KB

206,908 KB
230,401 KB
2,361 KB
2,365 KB
2,365 KB
311 KB

18,089 KB

File name: ||

v| Modem firmware zip file (*.zip) ~

Fig 5.25: Modem firmware zip file

Cancel

Note: To activate your eSIM attached with the nRF9061 Dev kit follow the direction here (nordicsemi.com/

GetStarted)

Unbox and get
your nRF9160 DK
online

Bl Unboxand getyour nRF9160 DK online

Unbox and get your nRF9160 DK online

Fig 5.26: Getting Started Video

24
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https://www.nordicsemi.com/Software-and-Tools/Development-Kits/nRF9160-DK/GetStarted

26- After updating the firmware go back to Segger Studio, select Target > Connect J-Link

& asset tracker - SEGGER Embedded Studie for ARM (Mordic Edition) V4,18 (84-bit) - Licensed to Ali Soufi - Co-Ax Technology

File Edit View Search Navigate Project Build Debug Target Tools Window Help
e _D_>’tg Connect J-Link Ctrl=T, C
’i,; Disconnect Ctrl=T, D
) = -
£oi Comman T = D G <> = v b ﬁ\‘; Reconnect Ctrl=T, E
Project ltems Code Data Tk Attach Debugger Ctrl=T, H
B : for ASA
Solution ‘asset_tracker’ =miconductor ASA
. R —_—— 2 Cirl=T, § .
g Ig:l dts files 4 fies, modified aptions E L censeRef-850-5-Clause-Nordic
4[] Project ‘zephyr/merged.hex” Download zephyr/merged.hex Ctrl=T, L
: g Output Files W= Verify zephyr/merged.hex Ctrl+T, V
4 ] Selution ‘build’
m Project ‘all’ Erase All Ctrl=T, K
a4 A\ Project ‘app/libapp.a’ Upload R
4 (3 C_COMPILER__app 2fies 1
E‘:j main.c Download File 3
[Q orientation_detectorc 0 Verify File » hs
> g Output Files
[@ Project ‘libspmsecureentries.a’ 13 ounter y
ﬂ Project ‘spm/spm_app/libspm_app.a’ Counter
ﬁ Project ‘spm/zephyr/arch/arm/core/cortex_m/| Counter Ctrl+T, Z
&g Project 'spm/zephyr/arch/arm/core/cortex_m/r
ﬁ Project ‘spm/zephyr/arch/arm/core/libspm_arc Target Connection Properties

ﬁ Project ‘spm/zephyr/drivers/serial/libspm_driv
ﬁ Project ‘'spm/zephyr/kernel/libspm_kernel.a’
ﬁ Project ‘spm/zephyr/lib/libe/minimal/libspm_li
ﬁ Project ‘'spm/zephyr/libspm_zephyr.a’

ﬁ Project 'spm/zephyr/modules/nrxlib/nrf_secu
,ﬁ Project ‘'spm/zephyr/modules/nrixlib/nrf_secu

m Project ‘spm/zephyr/spm_zephyr_prebuilt.elf’
ﬁ Project ‘zephyr/arch/arm/core/cortex_m/libarc
ﬁ Project ‘zephyr/arch/arm/core/cortex_m/mpuy/l
ﬁ Project ‘zephyr/arch/arm/core/libarch__arm__c
ﬁ Project ‘zephyr/drivers/gpio/libdrivers__gpio.:
ﬂ Project ‘zephyr/drivers/serial/libdrivers__serial
ﬁ Project ‘zephyr/kernel/libkernel.a’

ﬁ Project ‘zephyr/lib/libc/newlib/liblib__libc__ne
&g Project zephyrilibzephyr.a’

ﬁ Project ‘zephyr/modules/nrf/drivers/at_cmd/lil
ﬁ Project ‘zephyr/modules/nrf/drivers/gps_sim/1
ﬁ Project ‘zephyr/modules/nrf/drivers/Ite_link_c
E@ Project ‘zephyr/modules/nif/drivers/sensor/se
ﬁ Project ‘zephyr/modules/nrf/ext/gson/lib.__n
,ﬁ Project ‘zephyr/modules/nrf/lib/at_cmd_parse
ﬁ Project ‘zephyr/modules/nrf/lib/at_host/lib.__
ﬁ Project ‘zephyr/modules/nrf/lib/bsdlib/lib..__r
ﬁ Project ‘zephyr/modules/nrf/lib/dk_buttons_a
ﬁ Project ‘zephyr/modules/n
ﬁ Project ‘zephyr/modules/nrf/subsys/net/lib/m
ﬂ Project ‘zephyr/modules/nrf/subsys/net/lib/nr
ﬁ Project ‘zephyr/subsys/net/ip/libsubsys__net_

/lib/modem_info/

ﬁ Project ‘zephyr/subsys/net/libsubsys__net.a’
C@ Project ‘zephyr/zephyr.elf’

m Project ‘zephyr/zephyr_prebuilt.elf’

Show: | Target T Y Y [l v

7] Connedting -Link’ using ‘USE’
' Completed

#include “orientation_detector.h”

/* Interval in milliseconds between each time

#define LEDS_ON_INTERVAL
#define LEDS_OFF_INTERVAL
#endif

that an error has occurred.

#define LEDS_ERROR_UPDATE_INTERVAL
#define CALIBRATION_PRESS_DURATION

#define FLIP_POLL_INTERVAL @
#endif
#define BUTTON_1 BIT(&)
#define BUTTON 2 BIT(1)
<
Qutput
Show: |Transcript v Yo W, Tasks -
= [ample;ed )
=7| Building ‘all’ from solution ‘build’ in configuration 'Common’

Completed

Completed

Build complete
Completed

(&b [ad

Fig 5.27: Connect J-Link

Fig 5.28: J-Link Connectiong

status LEDs are updated.

K_MSEC(508)
K_MSEC(50@)

K_MSEC(258)
K_SECONDS (5)

Building ‘zephyr/merged.hex’ from solution ‘asset_tracker in configuration ‘Common’

*J

Interval in milliseconds between each time LEDs are updated when indicating

25
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27- Click on the green arrow to program the board

uidies B x
<_ _> —> D %&
e a
= Copyright (c) 2013-2014 Wind River Systems, Inc.
SPDX-License-Identifier: Apache-2.0
= @file
= @brief ARM Cortex-M power management
#include <offsets_short.h>
#include <toolchain.h>
#include <linker/sections.h>
#include <arch/cpu.h>
#ifdef CONFIG TICKLESS IDLE
#include <kernel structs.h>
#endif
_ASM_FILE_PROLOGUE
GTEXT(z_CpuldleInit)
#ifdef CONFIG_SYS_POMWER !
GTEXT(_NanoIdlevalGet)
GTEXT(_NanoIdleValClear)
#endif
GTEXT(k_cpu_idle)
GTEXT(k_cpu_atomic_idle)
#define SCB_SCR OxEG@GED1A
#define _SCB_SCR_SEVONPEND (1 << 4)
#define _SCB_SCR_SLEEPDEEP (1 << 2)
#define SCB _SCR_SLEEPONEXIT (1 << 1)
#define _SCR_INIT_BITS _SCB_SCR_SEVONPEND
= @brief Initialization of CPU idle
Only called by kernel arch_init(). Sets SEVONPEND bit once for the system's
duration.
@return N/A
C function prototype: v
< >
cpu_idles B x
@ k_cpu_idiel s D B+~ (= oo uE @
~
/* clear BASEPRI so wfi is awakened by incoming interrupts */
g eors.n ré, ré
v msr BASEPRI, r@
v wfi
& 139 | bx 1r
* @brief Atomically re-enable interrupts and enter low power mode
* INTERNAL
* The requirements for k_cpu_atomic_idle() are as follows:
“ 1) The enablement of interrupts and entering a low-power mode needs to be
¢ atomic, i.e. there should be no pericd of time where interrupts are
enabled before the processor enters a low-power mode. See the comments
in k_lifo_get(), for example, of the race condition that occurs
if this requirement is not met.
* 2) After waking up from the low-power mode, the interrupt lockout state
" must be restored as indicated in the 'key' input parameter.
* f@return N/A
* € function prototype:
* void k_cpu_atomic_idle (unsigned int key);
. .

Fig 5.29: Programming
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29- To connect your nRF9160 to the the nRF Connect for Cloud follow the directions here.

30- To monitor your program, you need to have a console application. We are using Tera Term.
in case you don’t have a console application you can download Tera Term by clicking here .

31- Goto Tera Term

Lal

File Edit Setup Control Window Help

Fig 5.30: Tera Term
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https://devzone.nordicsemi.com/nordic/cellular-iot-guides/b/getting-started-cellular/posts/getting-started-with-nrf9160-dk
https://tera-term.en.lo4d.com/windows

32- Go to Setup>>Serial Port and set your serial port settings, to figure the correct port
between the 3 serial ports, try all of them and message will appear when it’s right port.

4 COM11 - Tera Term VT — O >
File Edit Setup Control Window Help
Terminal...

Window...

Faont...
Keyboard...

Serial port...

Proxy...

55H...

55H Authentication...
55H Forwarding...
55H KeyGenerator...
TCR/IP...

General...

Additional settings...

Save setup...
Restore setup...
Setup directory...

Load key map...

NT

Tera Term: Serial port setup

Port: COMI11 ~ 0K
Speed: 115200 w

Data: 8 bit ~ Cancel

File Edit Setup Con

Parity: none

Stop bits: 1 bit Help

Flow control: none

Transmit delay

EI msecichar EI mseciline

Fig 5.31: Serial Port Setup
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To program SCM-1 you need to connect SCM-1 to the nRF9160. Connect the p1 header
on the cellular module to the NORDIC Nrf9160 development kit p15 header. When

power is applied to the module you will be able to program and debug, as if it were the
onboard chip.

ethertronics®

9«39Q90090Qiio

o

L
Q i
91 %

=,
Lfa%,v.zoa

nRF supply
& current
e

L09cSeS8d
@SO!UOdeeqﬂa

Button 1 Button 2
e

Fig5.33: nRF9160 DK
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5.3 Programming
Examples and tutorials:

The following code is a simple sample (GPIO configuration). It toggles two LEDs and one other pin within

a delay of 1 sec.

<zephyr.h>
<device.h>
<gpio.h>

SLEEP_TIME 1@8@

void main(void)

int cnt = 8;
struct device *dev;

dev = device_get_binding("GPIO 67);

gpio_pin_configure(dev, 3, GPIO_DIR_OUT);
gpio_pin_configure(dev, 4, GPIO_DIR_OUT);
gpio_pin_configure(dev, 17, GPIO_DIR_OUT);

(1) 4

gpio_pin_write(dev, 3, cnt % 2);
gpio_pin_write(dev, 4, cnt % 2);
gpio_pin_write(dev, 17, cnt % 2);
cnt++;

k_sleep(SLEEP_TIME);

GND3
S—cnp4
GNDS

wl
S
wh—
=1

i

il
(NN RRNE

P0.09
P0.10

P0.11

P0.12

P0.13/ AIND

P0.14/ AIN1

P0.15/ AIN2
P0.16/AIN3
P0.17/AIN4
PO.18/AINS
P0.19/AING

NRESET

SWDCLK

SWDIO

P0.20/AIN7
P0.21/TRACECLK
P0.22/ TRACEDATAO
P0.23/TRACEDATAL
P0.24/ TRACEDATA2
P0.25/ TRACEDATA3

Fig 5.34: Simple sample with the SCM-1 wiring diagram
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nRF connect DK provides samples that shows the use of different features.

General Zephyr Samples

©» Locate CMakelists.bet

« v P > ThisPC » Local Disk (C:) » ncs » zephyr
Organize = MNew folder
word ~ MName Date modified Type

i i boards 6/6/2019 12:26 PM File folder

e Creative Cloud Fil N ]
cmake 201912:31 PM File folder
22 Dropbox doc 6/6/2019 12:31 PM File folder
drivers 6/6/2019 12:26 PM File folder

OneDri

@ Onelrive dts 20191231PM  Filefolder
[ This PC ext 2019 12:31 PM File folder
J 3D Objects include 201912:32 PM File folder
2019 12:22 : )
I Desktop kemel 201912:32 PM File folder
. lib 2019 12:27 PM File folder

|| Documents X X
misc File folder
* Downloads > samples File folder
D Music scripts File folder
&=/ Pictures soC File folder
m Videos subsys File folder
i Local Disk (C:) tests File folder

v |2 CMakelists

v D

Text Document

53 KB

File name: |CMakeL|sts

nRF Specific Samples

%> Locate CMakelists.bet

« = « 4 » ThisPC 3 Local Disk (C) » ncs 5 nrf

Organize = Mew folder
word ~ MName
e Creative Cloud Fil applications
- boards
=2 Dropbox cmake
@ OneDrive doc
drivers
& This PC o
_J 3D Objects include
[ Desktop lib
e samples
‘ Downloads scripts
J’! Music subsys
X tests
&/ Pictures
zephyr
B Videos | cMakeLists
e Local Disk (C)
w

Fig 5.35: General Samples

Date modified Type

6/6/201912:31 PM  File folder
6/6/2019 12:24 PM File folder
6/6/2019 1231 PM File folder
6/6/2019 12:31 PM File folder

0191231 PM File folder
01912:24 PM File folder
/2019 12:31 PM File folder
/2019 12:24 PM File folder
019 1:47 PM File folder
2019 12:31 PM File folder
01912:31 PM File folder
0191224 PM File folder
G12:24 PM File folder

6/6/2019 12224 PM Text Document

Search nrf

1KB

File name: | CMakelists

v| CMakeLists.bet

Fig 5.36: Specific Samples

31

Search zephyr

v| CMakeLists.bxt
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MQTT Simple Sample:

The MQTT simple sample is one of the Nordic specific examples. To open and test this sample using

Segger Studio follow the directions.

1- Open SEGGER Embedded Studio.

o

File  Edit View Search  Navigate Project Build Debug Target Tools  Window  Help

mainc  mainc  mainc  main.c B v x
SEGGER Embedded Studio for Check for PrDjectS | = Open existing H [@ Create new
ARM is up to date Updates @)
Today
[ hello_world
All packages are up to date Check for Yesterday
Packages (7)) O Hello
Example Projects
[ nRF Samples Solution
[ NRF CMSIS-DSP Samples Solution
Fig 5.37 Segger Embedded Studio Dashboard
2- Go to File > Open nRF connect SDK project.

© hello_world - SEGGER Embedded Studio for ARM (Nordic Edition) V4,16 (64-bit) - Non-Commercial License O X

File Edit View Search  Navigate Project Build Debug  Target Tools  Window  Help

2 Hew.. B~ x

) MNew Blank File Ctrl+K, Ctri<N

= Open.. ctri+0

L1 Open File From Solution... Alt=5hift=0
Open Studio Folder... >

X Close Ctri+F4

3 New Project... Ctrl=Shift=N

Open Solution... Ctrl=Shift=0

4y Open nRF Connect SDK Project... .

IGER Studio
&7 Close Solution
Save Ctri=+5
- E::::t B Check for Projects [ 2 Open existing H @ Create new

B save And Close ctri+K, D Updates @O . h

G savean Ctrl+Shift -5 Today
Source Control » [3 hello_world

M0 Page Setup.. Ctri=K, Shift=P Yesterd

[& print Preview... Ctri=kK, Ctrl~P Check for esterday

& pint., ctri+K, P Packages () [3 Hello
Recent Files »

Recent Projects »
B e Example Projects

Fig 5.38 Open nRF connect SDK Project

R
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3- Set CMakelists.txt, Board Directory, Board Name and Build Directory.

% SEGGER Embedded Studic

CMakelists.txt

C:/nes/nrf/samples/nf9160/mqtt_simple/CMakelists. txt

Board Directory

C:/ncs/zephyr/boards/arm/nrf9160_pcal10090

Board Name

nrf9160_pcal0090ns

Build Directory

C:/ncs/nrf/samples/nf9160/mqtt_simple/build_nrf9160_pca10090ns

[ Clean Build Directory

OK

Fig 5.39: nRF Connect Options

% mqtt_simple - SEGGER Embedded Studio for ARM (Nordic Edition) V4,18 (64-bit) - Licensed to Ali Soufi - Co-Ax Technology

File  Edit View Search  Navigate Project  Build Debug  Target Tools  Window  Help
Project Explarer 0 X || mainc
1.3 Comman -~ 3 @& O G| & 2>

Project Items

Solution ‘matt_simple

{51 dts files

4files, modified options

[ Project ‘zephyr/merged.hex”
4 [ solution "build

8

[@ Project ‘all
A Project ‘app/libapp.a’
4 53 C_COMPILER_app
£ main.c

£ Output Files
[ Project ‘libspmsecureentrit
&g Project spm/spm_app/libs
&g Project ‘spm/zephyr/arch/a
EZ Project ‘spm/zephyr/arch/a
EZ Project spm/zephyr/arch/a
G Project ‘spm/zephyr/driver:
E@ Project ‘spm/zephyr/kernel
EZ Project spm/zephyr/lib/lib
&g Project ‘spm/zephyr/libspn
E@ Project ‘spm/zephyr/modu
EZ Project spm/zephyr/modu
[@ Project ‘spm/zephyr/spm_z
g Project ‘zephyr/arch/arm/c:
EZ Project ‘zephyr/arch/arm/c:
EZ Project ‘zephyr/arch/arm/c:
G Project ‘zephyr/drivers/gpi
E@ Project ‘zephyr/drivers/seri
EZ Project ‘zephyr/kemel/libk
5 Project ‘zephyr/lib/libc/mir
E@ Project ‘zephyr/libzephyr.a
EZ Project ‘zephyr/modules/n
&g Project ‘zephyr/modules/n
53 Project ‘zephyr/modules/n
EZ Project ‘zephyr/modules/n
EZ Project ‘zephyr/subsys/net.
g Project ‘zephyr/subsys/net.
EZ Project ‘zephyr/subsys/net,
[ Project zephyr/zephyr.elf’
[@ Project zephyr/zephyr_pre

Code Data

<

Copyright (c) 2818 Nordic Semiconductor ASA

* SPDX-License-Identifier: LicenseRef-BSD-5-Clause-Nordic

#include <zephyr.h>
#include <stdio.h>
#include <uart.h>

#include <string.h>

#include <net/mgtt.h>
#include <net/socket.h>
#include <lte_lc.h>

/* Buffers for MQTT client. */

static us_t rx_buffer[CONFIG MQTT MESSAGE BUFFER SIZE];
static u8_t tx_buffer[CONFIG MQTT MESSAGE BUFFER SIZE];
static ud_t payload_buf[CONFIG_MQTT_PAYLOAD_BUFFER_SIZE];

/* The mgtt client struct */
static struct mqtt_client client;

/* MQTT Broker details. */
static struct sockaddr_storage broker;

/* Connected flag */
static bool connected;

File descriptor =/
static struct pollfd fds;|

#if defined(CONFIG_BSD_LIBRARY)
/==@brief Recoverable BSD library error. =/
void bsd_recoverable_error_handler(uint32_t err)

{
}

f**@ibrief Irrecoverable BSD library error. */
void bsd_irrecoverable_error_handler(uint32_t err)

printk(*bsdlib recoverable error: %u\n”, err);

printk(*bsdlib irrecoverable error: ¥u\n", err);

__ASSERT_NO_MSG(false);

Fig 5.40: MQTT Simple Sample

Cancel
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4- To set the broker, broker port, client id, subscribe topic and publish topic go to
Project>>Configure nRF Connect SDK Project

€ matt_simple - SEGGER Embedded Studio for ARM (Nordlic Editian) V4.1 (54-bit) - Licensed to Al Soui - Co-Ax Technology

tot vew Sewn  inate [ Fige] suta

Debug  Target Took  Window  Help

FFriec xporer B Options. Alt-Retuan
it o @ B s newre chieh
pu—— [N R e &
e £ add Hew Proect c Semiconductor ASt
AT e 4 messasoosans &1 Aoa esting Project QIS0 | et B5D-5-Clause-Hordic

© T Project ‘sephe/merped hex’ #1 Hew Foider...
# 51 Solution build

I3 Froject sl St Adtive Project »

o A Project sp0nibacD.Y 43 Bug Configurations...
1]
4 EHCCOMPMER 300 1 (1 W2 Dependendes...
) maine '

b 3 Output Fies s i

[ Froject Wospmsecureentric 2%

£ Project spmispm_appiios O Feload matt_simpie

Puoject & ctner, 0 o

5§ Project spmizephyriarch/a
BQ Project spmyzephyriarch/a
53 Project spmzephyridriver:
& Pojest spmizepriTamel
BB Project spmzepnyrin D
BB Project spmzephyrtibion
B3 Project spmzephyrimadu
B3 Froject spmizephyrimadu
L@ Project ‘spmizephyrispm_z
52 Prajest zephyarcuamic
3 Polest zephyisrchiarmic
BQ Project zephyr/srcharmic
[ LR P —
B Pojest zeprynammerssen
BB Project zepm ke
BB Project zephRIbUmIn
B Project zephyr/izesiys
B3 Froject zephyr/maduiesn
5@ Projest zephyumadules/n
B3 Project zephyumadules/n
BB Projtct zeph/maduiesn
R Projest zephnsubsrsinel
8 Project zephyr/sussys/net
58 Project aephyu/sutsysinet
L@ Project Zephyr/zephyr.ell

@ Project zephy/zephys_pre

Edit Device Tree.

FI6_MQTT_PAYLOAD_BUFFER_SIZE];

| N e S | b bty g3
MOTT HESSAGE_BUFFER_SIZE]:

873K
873K

5- Choose menuconfig

/* The mqtt client struct */
static struct mgtt_client client;

/* MTT Broker detalls. */
static struct sockaddr_storsge broker;

/% Connected flag */
static boal connected;

30 /= File descriptor */
1 static struct pollfd fds;

#if defined(CONFIG_BSD_LIBRARY)

/+*garief Recoverable 850 library error.
vaid bsd_recoverable_error_handler{uint32_t err)

printk("bsdlib recoversble error: ¥uin®, err);
f=*gbrief Irrecoverable 850 library error. */
vaid bsd_irrecoverable_error_handler(uint32_t err)
printk("bsdlib irrecoverable error: Buln", err);

__ASSERT_NO_MSG(false);

Fig 5.41: Configure nRF Connect SDK Project

@ SEGGER Embedded Studio

Select the target to configure:

menuconfig

spm_menuconfig

Fig 5.42: menuconfig
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6- Change the broker hostname to the broker you need to connect. For testing issues, you can
choose any public broker as mosquitto, eclipse or Hivemq, then choose configure.

%> SEGGER Embedded Studio >
= MQTT simple sample
B MQTT publish topic <MQTT_PUB_TOPIC> my/publish/topic
W MQTT subscribe topic <MQTT_SUB _TOPIC> my/subscribe/topic
B MQTT Client ID <MCTT_CLIENT_ID > my-client-id
=| B MQTT broker hostname <MQTT_BROKER_HOSTNAME> mgtt.eclipse.org I
W MQTT broker port <MQTT_BROKER_PORT> 1883
B MQTT message buffer size <MOQTT_MESSAGE_BUFFER_SIZE= 128
B MQTT payload buffer size <MQTT_PAYLOAD_BUFFER_SIZE> 128
+ Zephyr Kemel
M Show Names []Show Symbols Load Save As Cancel
[ Show All
Fig 5.43: menuconfig
7- Plug the nRF9160 DK to your computer and go to Build > Build Solution.
R Embedded Studic for ARM (Nordic Edition) V4,13 (64-bit) - Licensed to Ali Soufi - Co-Ax Technology
Search Mavigate Project Build Debug Target Tools Window Help
= % int %:ﬂ Build zephyr/merged.hex F7
) Rebuild zephyr/merged.hex Alt=F7
el | [:l € Clean zephyr/merged.hex
Code Data @
swesinery 5220 s ey et
Clean Solution TIdeally, only the path where entropy
be built, this is only a fallback for
%y Compile init.c Ctrl=F7 entropy driver.
b5 Build and Debug Ctrl=T, F5
q (.46 Y4 Build and Run Ctrl=T, Ctrl=F5
g Cancel Build Ctrl=.
284 13 £22  Build Configurations...
Set Active Build Configuration » fem is ready to run C code. The
ode, and the BSS must have been
Batch Build 3
Parallel and Unity Build 3
. Show Build Log CHri+E, Ctrl+T
476 my_cTient_id{
/* geov hook needed to get the coverage report.*/
geov_static_init();
if (IS ENABLED(CONFIG LOG)) {
log_core_init();
¥
Fig 5.44: Build Solution
B
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8- Go to Target > Connect J-Link, when its connected go back to Target and choose Erase All (Be

sure to erase the board every time you change your code).

¢ Edition) V4,16 (84-bit) - Non-Commercial License
Build Debug = Target | Tools Window  Help

[ connect stink

Chrl=T. C IE

Disconnect

>

Reconnect

w8 £

Attach Debugger

Reset

Tl £

Download zephyr/zephyr.elf
W= Werify zephyr/zephyr.elf

Ctrl=T, D
Ctrl=T, E
Ctrl=T, H
Ctrl+T, §
Ctrl=T, L
Ctrl<T, v

I Erase All

Ctrl+T, K

Download File

arm__core__cortex_ Werify File

0 3files

= p2  Start Cyc
i

irch__arm__care__ct .3 Zero Cycle Counter

d

Counter

Counter

Target Connection Properties

Ctrl+T, Z

Fig 5.45: Connect J-Link

9- Click on the green arrow to program.

L=

File  Edit View Search  Navigate Project Build Debug Target Tools  Window  Help

Project Explorer 0| X || inite

€3 Common o e @l e >

Project ftems Code | Data | L oourtant. () 20102014 Nind River Syetems. 1

Solution matt_simp! opyright (c) 2616-2014 Wind River Systems, Inc
B disfiles 4 SPDX-License-Tdentifier: Apache-2.8

a [T Project zephyr/t
3 outout Fies

4 1 solution ‘build /

@file
[ Project ‘al @brief Kernel initialization module
4 A Project ‘app,
a 33 ccomt 1,04 14K This module contains routines that are used to initialize the kernel
mai ok e
£ output #include <zephyr.h>
[ Project ibs 2245 #include <offsets_short.h>
i Project 'spm #include <kernel.h>
B Project spm #include <misc/printk.h>
58 Project spm #include <misc/stack.h>
4 5 Project spm, #include <random/rand3z.h>
% s oo #include <linker/sections.h>
. #include <toolchain.h>
el cpu #include <kernel_structs.h>
] exc_ #include <device.h»
o faul #include <init.h>
f=re #include <linker/linker-defs.h>
= #include <ksched.h>
#include <version.h>
& c_comt #include <string.h>
£ output. #include <misc/dlist.h>
B Project spm #include <kernel_internal.h>

#include <kswap.h>

4 53 Project 3pm
&l Project sp #include <entropy.h>

+ Qo #include <logging/log_ctrl.h>
£l dev #include <tracing.h>
& erm #include <stdbool.h>
&1 idie #include <misc/gcov.h>
init
5 - #define IDLE_THREAD_NAME
#define LOG_LEVEL CONFIG_KERNEL_LOG_LEVEL
] mer #include <logging/log.h>
&1 mer LOG_MODULE_REGISTER(kernel);
£ mut /* boot banner items =/
& pip = 7

Fig 5.46: Start Programming
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10- Run the program and use Tera Term for testing and monitoring.

11- In order to test publishing and subscribing with other client you can use any MQTT App, in this
example we used MQTT Box.

e This product is installed.

MQTTBox

workswithweb + Developer tools > Utilities

*k*kk* 4 |2 Share

Developers helper program to create develop and test MQTT
connectivity protocol.
MQTTEox enables you to create MQTT clients to publish or subscribe to

More

EVERYONE
Digital Purchases

Fig 5.47: MQTT Box App

Free

Add to cart

< Wish list

+ Offers in-app purchases

12- Pick a client name, change the protocol to mqtt/tcp and change the host broker to the broker
you are using, then go to save.

|- MQTTBax
MQTTBox Edit Help

SMenu  + MQTTCLIENT SETTINGS

MQTT Client Name
Protocal
username

Reconnect Period [milliseconds)

Will - Topic

MQTT Client Id Append timestamp to MQTT client id?
T @oves
Hast Clean Session?
it eclipse org @ ves
Password Reschedule Pings?
@ ves
Cannect Timeout (millisecands) Keepalive {seconds)
will - QoS Will - Retain

No

Fig 5.48: MQTT Box App Settings

37

Broker is MQTT v3.1.1 compliant?

# ves

Auto connect on app launch?

¥ ves

Queue outgoing QoS 2ero messages?

@ ves

Will - Payload

- o x

© Client Settings Help
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13- Use your subscribe and publish topics to test publishing and subscribing.

Add subscriber &

—p | My/SUDSCIDEODIC

= Menu - ® Add publisher

st3 - mqtt://nqtt.eclipse.org

Topic to publish Topic to subscribe

my/publish/topic

QoS Qos

0 - Aimost Once B 0 - Almost Once

Retain

Payload Type
Strings / JSON f XML / Characters B
e.g: {hello-world’}

Payload

Fig 5.49: MQTT Client Settings
Be sure to use your publishing topic to publish your message on the other side(client)and your
subscribing topic to receive a message from the other side(client). Figures 5.47 and 5.48 show
the messages that both clients get in case of publishing or subscribing.

To Publish a message in this example you need to modify the example code by adding a publish
function. We used this function to publish our test message
data_publish(&client, MQTT_QOS_1_AT_LEAST_ONCE, "test", strlen("test"));

void mgtt_evt_handler(struct mgtt_client *const c,
const struct mgtt_evt *evt)
1

int err;

switch (evt->type) {
case MOTT_EVT_CONNACK:
if (evt-»result != @) {
printk("MQTT connect failed ¥d\n", evt-»result);
break;

}

connected = true;
printk("[&s:%d] MQTT client connected!\n", _ func__, _ LINE_ )};
subscribe();

data_publish(&client, MQTT_QO5_1_AT LEAST ONCE, "test", strlen("test"));

breakﬂ

If you don’t edit the code it will connect, and you will be able to receive messages but without
publishing.
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o
Topic to publish
my/subscribe/topic
test
QoS
0 - Almost Once . qos : 0, retain : false, emd : publish, dup : false, topic - my/p
ublish/topic, messageld : | length : 22, Raw payload : 11610
i 1115116
Retain
Payload Type
Strings / JSON / XML / Characters A

e.g: {'hello''world'}
Payload

esil

Test1
topic:my/subscribe/topic, qos:0, retain:false
5 ~
Fig 5.50: MQTT Client Settings
[fai
File Edit Setup Control Window Help

19 MRF_EGU1 Mon—Secure
28 MRF_EGU2 Mon—Secure
21 MRF_GFIOTE1 Mon—Secure

SPHM: NS image at HxcBHAH

NS MSP at Bx28824558
HS reset vector at Bxeld?
SPM: prepare to jump to MHon—Secure image.
wwxx¥ HBooting Zephyr 05 vl.14_99-ncs2 emsoe
The MQIT simple sample started
LTE Link Connecting ...
e @L.TE Link Connected?
IPv4 Addressz found 198 _41 _38_241
e d [ngtt_evt_handler:1661 MQTT client connected!?
Subhscribing to: myssubscribestopic len 18
e hlizhing: test
to topic: muyspublish-topic len: 16
[mgtt_evt_handler:2211 SUBACK packet id: 1234
[mgtt_evt_handler:1861 MQTT PUBLISH result=8 len=5
mmm dReceived: Testl
Publishing: Testl
to topic: myspublish-topic len: 16

|5ml:[tl:_t:ut_hantllel-:211] PUBACK packet id: 57421

Fig 5.51: Tera Term
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AWS MQTT/TLS Sample:
The AWS MQTT/TLS sample connects an AWS MQTT broker securely. The code of this sample is

attached with this document at the end of this section.

To connect your nRF9160 to an AWS broker you need to have an AWS account. If you don’t have an
AWS account already go to AWS loT Console and create one, then follow the direction below to setup

the account.

1- After creating an AWS account, the first thing you need to do is creating a policy, so select
Secure>>Policies>> Create a Policy.

Services v Resource Groups * Q CTi Smart Systems *  Chio ¥  Support ~

&p aws tot

Monitor /—\
Onboard
Manage
Greengrass
1 \_/

®@e P

Secure
Certificates

— Policies

Fole Alleses You don't have any policies yet

AWS laT policies give things permission to access AWS loT resources (like other things, MQTT topics, or thing shadows).

- SSatSapeiey

Fig 5.52: Creating a policy
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https://signin.aws.amazon.com/signin?redirect_uri=https%3A%2F%2Fconsole.aws.amazon.com%2Fiot%2Fhome%3Fstate%3DhashArgs%2523%26isauthcode%3Dtrue&client_id=arn%3Aaws%3Aiam%3A%3A015428540659%3Auser%2Ficebreaker&forceMobileApp=0

2- Add the policy statements you need, and if you are not sure what policies are needed for your

device, you can use the one in the figure.

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about 10T policies go to the AWS 10T Policies documentation page.

Name

— | Policy1
Add statements
Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

—_—> o

Resource ARN

— .

Effect

Deny

Add statement

Fig 5.53: create a policy

The * in figure 5.53 means that you are using all available resources.
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2- After

creating a policy, you need to create a thing that matches your client id. Select

Manage>>Things>>Register a thing, then choose Create a single thing.

aws

&P aws 1ot

—
—

Monitor

Onboard

Things

Types

Thing Groups
Billing Groups

Jobs
Greengrass
Secure
Defend
Act

Test

Services ~ Resource Groups v *

‘ e
v ‘@
\l WS04

F ox

You don't have any things yet

A thing is the representation of a device in the cloud.

et

Fig 5.54: AWS loT

Creating AWS loT things

A

n loT thing is a representation and record of your phyisical device in the cloud. Any physical

device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things

Create a thing in your registry Create a single thing

register devices so they are ready to connect to AWS loT.

Fig 5.55: Creating AWS loT Thing
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3- Add your device to the thing registry by writing your client id as a thing name.

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

—P  my-client-id

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

Mo type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.
Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow -

CBHCEI “

Fig 5.56: Creating AWS loT Thing
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4- You need to create a certificate for your thing.

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device’s connection to AWS IoT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS 1oT's certificate Create certificate

authority.

Create with CSR

L Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.

Fig 5.57: Adding a certificate

5- Download and Activate the certificate and the keys.

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this thing  51aedab585 cert pem Download —m—
A public key 51aedab585.public key Download  (———
A private key 51aedab585.private key Download - e————

You also need to dowpload a root CA for AWS loT:
A root CA for AWS |0

Cancel Attach a policy

Fig 5.58: Certificates Download
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6- Before attaching policy, you need to download an AWS root CA, Click Download, and click on
one of Amazon root certificates then copy the certificate and save it where you have the keys
and the client certificate. We used Amazon Root CA 1.

Server Authentication
Server certificates allow your devices to verify that they're communicating with AWS IoT and not another server impersonating AWS loT. Service certificates must be copied onto your device and referenced when devices

connect to AWS loT. For more information, see the AWS 0T Device SDKs.
AWS loT server certificates are signed by one of the following CA certificates:
Verisign Endpoints (legacy)

+ RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificat

Amazon Trust Services Endpoints (preferred)

m— .+ RSA 2048 bit key: Amiazon Root ¢

= RSA 4096 bit key: Amazon Root CA 2 - Reserved for future use.
« ECC 256 bit key: Amazon Root CA 3.
« ECC 384 bit key: Amazon Root CA 4 - Reserved for future use.

Fig 5.59: Amazon Root CA

7- You can go back and click Attach Policy.

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A certificate for this thing  57aedab585.cert.pem Download
A public key 51aedab585.public key Download
A private key 51aedab585.private. key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel Attach a policy

Fig 5.60: Attach a Policy
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8- Select your policy and click Register Thing

CREATE A THING

Add a policy for your thing

Select a policy to attach to this certificate:

View

2 Policy1

1 policy selected Register Thing

Fig 5.61: Adding your policy

9- You need to add the certificates you downloaded to your device configuration. Go to CC-
MSIMPLE-TLS>>src>>cerificates.h

Home Share View
U o Cut x Eﬁ B Mew item = " open ~  FH selectan
% « ﬂ Easy access ~ DEdit - Select none

w.| Copy path
Move Copy Delete Rename New Properties
- 4 History EJEI Invert selection

Pinto Quick Copy Paste -
access [#] Paste shortcut to-  to- M folder
Clipboard Organize Mew Open Select
“ v I » This PC » Desktop » CCM-SIMPLE-TSL » CCM-SIMPLE-TSL » src ~ CI
Name Date medified Type Size
7 Quick access
————————P | certificatesh 8/21/20192:00PM  H File 5KB
e Creative Cloud Files > main.c 8/22/20198:24 AM  CFile 12KB
%3 Dropbox
@ OneDrive
= This PC
= JLINK (F)
|_ﬁ Network

Fig 5.62: Certificates.h directory

B ———————————————
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10- Copy the client certificate, private key and the Amazon root CA to certificates.h as strings then

save. You don’t need to use the public key here.

_Zl certificates.h - Notepad
File Edit Format View Help

l/*

* Copyright (c) 2018 Nordic Semiconductor ASA
x

* SPDX-License-Identifier: BSD-5-Clause-Nordic
x/

#define CLIENT_ID "nRF9160@-DK"

#define CA_CERTIFICATE \

DO BEGIN CERTIFICATE----- \n" A\

"ME TDQTCCALmghu] BAg T Thany ¢ 1 50 JAo S LaPul ) Ty JANBgR e 1 GMBBAQs < \n"
" AR v JYINVQQEA w TV 7 £ POAIGA | U WG] o M d w YOVQUDE « B 6 \N"
" 2 g BOGSASBARD | 1NN AP U0 TRENDE o2 AP o) T \N"
" I L U B VW ANBRGVEAG T F 1 Vi 1 I A LU AnQOMW] hemr, [ F )or\n "
"I AU T CAS 1 uOQY Mo T WAQE BEQADEE! PADK ( AQu( ggf BAL )4groeiet | \n"
"¢ gt BONTY LAY ) oW Lgn VP LENAL v Al tATOgQ dpOng TProlve WrSMg : M\n"
"HORT T o6 ¢ 1 RS It e S )@Y 180 /0 ] 2paViOVS &4 nin Bobdig oSl /aw\n"
"1 At Qg Kme s/ 3R DG MMV et o e Do, | il i AntumatMinadi \N "
WO PSS SN Bt KT AL L Agh ¥ TEME ) & KB | NG| WD Sqsa@liplaDl 1L \n"
"9 M gy 7 1 LAGDS TUNT e ¢ VDS MG# TDSy I 9Y /QUE/ T 108 ghweOyQu\n"
" SO )+ 1 o At AN AN YOVRET AQH Bt § / 1 ACBGIVHORRASBE BN \n "
" AVVSQYOVRBOBEYE § IQY 2 DU 7Ll JuC e v 7TQT o INABGE S 15 JOQEBC s \n "
" A T BAQL VE 18 Wan VIS GEN MO ¥ onsbr & 1ES 1 508 /6wt JAByELE SOl \n"
"USPCC § JCIPTATS JANT § TU Drtibad T ~C( 2g JatZERun 101 181 11 /msv®t adQluils \n"
" M g S ¥ ol e lly 8Py TV § WP it SV g2V | TORGL IF ] JOVEBSv\n"
"0/ G IVEINTBQUIRNS - de P a2V 35 Qi 15 Ld g )¢ I s y®IF ob IQRII\N"
" 50 |+ yMRQeAONN ) 0 LB JUMKALINEAT SVEOD 2x INDM Tt noQeletADb gy \N "
" iR iaQrol vielq ST PAGESQAGS T |

A e END CERTIFICATE----- \n" \

#define CLIENT PUBLIC_CERTIFICATE \

PP BEGIN CERTIFICATE----- "\

VT IO )0 C AR g T BAG TVAPPS § INSrp LaSod ) 14a/ A7S L F o MG S6S 15 OQEB\n"
L AN S 18 D AgMVIALNDR F 1 Vi | B W1 gUIVydml | 700 T 1 1 80a 6004 29t \n"
TIELuYyag TOL T 20 Sen | 15 MUPVENC Inptmdin JAgQ: | VU2 Aet w0 Al | wODE 2\n"
WY ah 0T E 2 E T | A OASAGIVENPE O K8 )5 L QgOIVy 9 Lmeniin\n"
" SNt VNG 5SS 15 YOQE BAQUAM | B0niuegg HA0 I BAQDS - 1 1 ¥ ) 1VDw /@5 / 2\n"
TIPS s e f ¢ S IOGSE OF Jru Ao 4 /818G | 16PN 650 ) + o S \N"
“ Ky Lot Jo t@0mrtho@¥] 10 1 5 SBFNTE L7 1501 YA ) INE YT 10V D rte o QR B0 2\n"
“Gnx € g Pu¥ Lol Joec et gV TUrt{ why Tole 287 1905 IQVF «uSAQOTE 261400 Q8T \n"
" PNt ) 10V TR 1w )P T odn D sy @ WA x 1t w05 Eplg Ve TRefi\n"

Fig 5.63: Certificates.h file

O P P P P

47

Jul2019



11- Go back to your AWS account, click on the thing you created and select Interact. The thing
shadow is the host broker that you will need to add to your configuration.

my-client-id

TYPE1 )
Actions -

I Details Thing ARN Edit

Security A thing Amazon Resource Name uniquely identifies this thing.

Thing Groups

1:thing/my-client-id

Billing Groups
Shadow
Type
_’ nteract
Activity Q  Typel -
olations
Defender metrics
Fig 5.64: Thing Details
HTTPS
Update your Thing Shadow using this Rest AP| Endpoint. Learn more
——> Interact

Fig 5.65: Host Broker

12- Open your Segger embedded studio, select file, Open nRF connect SDK Project and choose our
zip file.
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13- Select Project>>Configure nRF Connect SDK Project>>menuconfig>>MQTT simple sample.
14- Use your new Host Broker, then choose publish and subscribe topics, and configure.

o

MQTT simple sample

Provision of certificate <PROVISION_CERTIFICATES >

B Certificates to use <CERTIFICATES_FILE> certificates.h

W Security tag to use for the connection <SEC_TAG> 16842753
= B MQTT publish topic <MQTT_PUB_TOPIC> myTopic/publish
= B MQTT subscribe topic <MQTT_SUB_TOPIC> myTopic/subscribe
———— B MQTT Client ID <MQTT_CLIE
ey @ MQTT broker hostname <

W MQTT broker port <MQTT_

Zephyr Kermel

NT_ID> my-client-id

ER_HOSTNAME> a3lh9p3ie60pop-ats

Sron s e W S o s Load Save As Configure Cancel
[ Show All

Fig 5.66: Configure nRF Connect SDK Project

15- Plug the nRF9160 DK to your computer and go to Build > Build Solution.

16- Go to Target > Connect J-Link, when its connected go back to Target and choose Erase All (Be
sure to erase the board every time you need to reprogram it).

17- Program and run your program by clicking the green arrow.

18- To make sure that your nRF9160 is connected to your AWS account, open TeraTerm. It should
look like figure 5.67.
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v

File Edit Setup Control Window Help

simple szample started

certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, A> rezult=0
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 1> rezult=0
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 2> rezult=0
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete<16842753,. 3> result=2
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 4> rezult=2
Write ca certs sec_tag: 16842753
Urite private cert sec_tag:- 16842753
Write public cert sec_tag: 16842753
LTE Link Connecting ...
LTE Link Connected?
IPuv4 Address found Bx6441ddiz
[mgtt_evt_handler:-1461 MQIT client connected?
Subscribing to: myTopic/subscribe len 17
Publizh: Test
to topic: myTopicspubliszh len: 15
[mgtt_evt_handler:-1711 SUBACK packet id: 1234
qutt_ﬂut_handler:iﬂil PUBACK packet id: 4151

Fig 5.67: Tera Term

19- To test publishing and subscribing using AWS MQTT Client, go back to your AWS account, select

Activity>>MQTT Client.
my-client-id

NO TYPE

Details Activity

Listening for 51 minute(s)

e Activity

Fig 5.68: Activity

Pause Edit Shadow

Actions ~

MQTT Client

20- Choose a publish and subscribe topics based on your publish and subscribe topics in the
menuconfig (Segger Studio). Remember that you publish to a subscribe topic and you subscribe

to a publish topic.
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MQTT client &

Connected as iotronsole-1566493817615-2 -

_

Subseribe to a topic

Publ publish MQTT messages on topics. You can use this client to subscribe 10 3 topic and re

2 topic

Subseript

Max message capture

Publish

Specify a topic and 2 message to publish with 2 QoS of 0.

Fig 5.69: Subscribe and publish topics

Subscriptions

Subscribe to a topic
Subscribe

Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and receive these messages.

Subscription topic

myTopic/publish em——— myTopic/publish

Max message capture (2

100

Quality of Service @
@ 0- This client will not acknowledge to the Device Gateway that messages are received

1 - This client will acknowledge to the Device Gateway that messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)

Display payloads as strings (more accurate)

isplay raw payloads (in hexadecimal)

Fig 5.70: Subscription Topic

Subscriptions myTopic/publish

Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0

myTopic/subscribe

myTopie/publish

Publish to top

Fig 5.71: Publish to Topic

51

Jul2019



21- To Publish a Test message press on Button 2 on your nRF9160 and you will see the message
published in your AWS account.

myTopic/publish Export Clear Pause

Publish
Specify a topic and a message to publish with a QoS of 0.

myTopic/subscribe

Publish to topic

myTopic/publish Aug 27, 2019 9:41:11 AM -0400 Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

Test

Fig 5.72: Test message

Download the code here
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https://www.ctismartsystems.com/wp-content/uploads/2019/08/CCM-SIMPLE-TSL-2.zip

