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AWS MQTT/TLS Sample 
The AWS MQTT/TLS sample connects an AWS MQTT broker securely. The code of this sample is 

attached with this document at the end of this section. 

 To connect your nRF9160 to an AWS broker you need to have an AWS account. If you don’t have an 

AWS account already go to AWS IoT Console and create one, then follow the direction below to setup 

the account.  

1- After creating an AWS account, the first thing you need to do is creating a policy, so select 

Secure>>Policies>> Create a Policy. 

 

 
Creating a policy  

 

 

 

 

 

 

 

 

 

 

https://signin.aws.amazon.com/signin?redirect_uri=https%3A%2F%2Fconsole.aws.amazon.com%2Fiot%2Fhome%3Fstate%3DhashArgs%2523%26isauthcode%3Dtrue&client_id=arn%3Aaws%3Aiam%3A%3A015428540659%3Auser%2Ficebreaker&forceMobileApp=0
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2- Add the policy statements you need, and if you are not sure what policies are needed for your 

device, you can use the one in the figure.  

 
create a policy  

  

The * in figure 5.53 means that you are using all available resources.  
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2- After creating a policy, you need to create a thing that matches your client id. Select 

Manage>>Things>>Register a thing, then choose Create a single thing.  

 

 
AWS IoT 

 

 
Creating AWS IoT Thing 

 

 

 

 

 

 



 
 

 
 4 Jul2019 
 

3- Add your device to the thing registry by writing your client id as a thing name.  

 

 
Creating AWS IoT Thing 
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4- You need to create a certificate for your thing.  

 
Adding a certificate  

 

5- Download and Activate the certificate and the keys.  

 

 
Certificates Download  
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6- Before attaching policy, you need to download an AWS root CA, Click Download, and click on 

one of Amazon root certificates then copy the certificate and save it where you have the keys 

and the client certificate. We used Amazon Root CA 1. 

 

 
Amazon Root CA 

 

7- You can go back and click Attach Policy. 

 

 
Attach a Policy  
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8- Select your policy and click Register Thing 

 
Adding your policy 

 

9- You need to add the certificates you downloaded to your device configuration. Go to CC-

MSIMPLE-TLS>>src>>cerificates.h  

 

 
Certificates.h directory  
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10- Copy the client certificate, private key and the Amazon root CA to certificates.h as strings then 

save. You don’t need to use the public key here.  

 

 
 

Certificates.h file  
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11- Go back to your AWS account, click on the thing you created and select Interact. The thing 

shadow is the host broker that you will need to add to your configuration.  

 

 
Thing Details 

 
 

Host Broker 
 

12- Open your Segger embedded studio, select file, Open nRF connect SDK Project and choose our 

zip file.  

 

13- Select Project>>Configure nRF Connect SDK Project>>menuconfig>>MQTT simple sample. 

14- Use your new Host Broker, then choose publish and subscribe topics, and configure.  
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Configure nRF Connect SDK Project 

 

 

15- Plug the nRF9160 DK to your computer and go to Build > Build Solution. 

16- Go to Target > Connect J-Link, when its connected go back to Target and choose Erase All (Be 

sure to erase the board every time you need to reprogram it).  

17- Program and run your program by clicking the green arrow.  

18- To make sure that your nRF9160 is connected to your AWS account, open TeraTerm. It should 

look like figure 5.67. 
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Tera Term  

 

19- To test publishing and subscribing using AWS MQTT Client, go back to your AWS account, select 

Activity>>MQTT Client.  

 

 
Activity 

 

20- Choose a publish and subscribe topics based on your publish and subscribe topics in the 

menuconfig (Segger Studio). Remember that you publish to a subscribe topic and you subscribe 

to a publish topic.  
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Subscribe and publish topics  

 

 
Subscription Topic  

 

 
Publish to Topic 
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21- To Publish a Test message press on Button 2 on your nRF9160 and you will see the message 

published in your AWS account.  

 
 Test message  

 

Download the code here 

 

https://www.ctismartsystems.com/wp-content/uploads/2019/08/CCM-SIMPLE-TSL-2.zip

