AWS MQTT/TLS Sample
The AWS MQTT/TLS sample connects an AWS MQTT broker securely. The code of this sample is
attached with this document at the end of this section.

To connect your nRF9160 to an AWS broker you need to have an AWS account. If you don’t have an
AWS account already go to AWS loT Console and create one, then follow the direction below to setup

the account.

1- After creating an AWS account, the first thing you need to do is creating a policy, so select
Secure>>Policies>> Create a Policy.

a__"'y__s, Services v Resource Groups v * Q. CTi Smart Systems ¥  Chio ¥  Support +
@ AWS loT
Monitor /_\ @
Onboard
Manage
Greengrass
__> Secure v
Certificates
— Policies
ca
fele Alises You don't have any policies yet
Authorizer
e AWS laT policies give things permission to access AWS loT resources (like other things, MQTT topics, or thing shadows).
Defend
Test
Creating a policy
B
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https://signin.aws.amazon.com/signin?redirect_uri=https%3A%2F%2Fconsole.aws.amazon.com%2Fiot%2Fhome%3Fstate%3DhashArgs%2523%26isauthcode%3Dtrue&client_id=arn%3Aaws%3Aiam%3A%3A015428540659%3Auser%2Ficebreaker&forceMobileApp=0

2- Add the policy statements you need, and if you are not sure what policies are needed for your

device, you can use the one in the figure.

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about 10T policies go to the AWS 10T Policies documentation page.

Name

— | Policy1
Add statements
Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

—_—> o

Resource ARN

— .

Effect

Deny

Add statement

create a policy

The * in figure 5.53 means that you are using all available resources.
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2- After creating a policy, you need to create a thing that matches your client id. Select
Manage>>Things>>Register a thing, then choose Create a single thing.

aws

&P aws 1ot

Monitor
Onboard

—
— Things

Types
Thing Groups
Billing Groups

Jobs
Greengrass
Secure
Defend
Act

Test

Resource Groups ~

‘ e
v ‘@
\l WS04

You don't have any things yet

A thing is the representation of a device in the cloud.

et

AWS loT

Creating AWS loT things

An 10T thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things
register devices so they are ready to connect to AWS loT.

Creating AWS IoT Thing
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3- Add your device to the thing registry by writing your client id as a thing name.

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

—P  my-client-id

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

Mo type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.
Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow -

CBHCEI “

Creating AWS loT Thing
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4- You need to create a certificate for your thing.

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device’s connection to AWS IoT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS 1oT's certificate

authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS

loT.

Adding a certificate

5- Download and Activate the certificate and the keys.

Create certificate

X Create with CSR

Create thing without certificate

Get started

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A certificate for this thing

A public key

A private key

You also need to dowpload a root CA for AWS loT:
A root CA for AWS |0

Cancel

51aedab585 cert pem
51aedab585.public key

51aedab585.private key

Download - r—

Certificates Download

Download  (———
Download - e————

Attach a policy
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6- Before attaching policy, you need to download an AWS root CA, Click Download, and click on
one of Amazon root certificates then copy the certificate and save it where you have the keys
and the client certificate. We used Amazon Root CA 1.

Server Authentication
Server certificates allow your devices to verify that they're communicating with AWS IoT and not another server impersonating AWS loT. Service certificates must be copied onto your device and referenced when devices

connect to AWS loT. For more information, see the AWS 0T Device SDKs.
AWS loT server certificates are signed by one of the following CA certificates:
Verisign Endpoints (legacy)

+ RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificat

Amazon Trust Services Endpoints (preferred)

m— .+ RSA 2048 bit key: Amiazon Root ¢

= RSA 4096 bit key: Amazon Root CA 2 - Reserved for future use.
« ECC 256 bit key: Amazon Root CA 3.
« ECC 384 bit key: Amazon Root CA 4 - Reserved for future use.

Amazon Root CA

7- You can go back and click Attach Policy.

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A certificate for this thing  57aedab585.cert.pem Download
A public key 51aedab585.public key Download
A private key 51aedab585.private. key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel Attach a policy

Attach a Policy
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8- Select your policy and click Register Thing

CREATE A THING

Add a policy for your thing

Select a policy to attach to this certificate:

View

2 Policy1

1 policy selected Register Thing

Adding your policy

9- You need to add the certificates you downloaded to your device configuration. Go to CC-
MSIMPLE-TLS>>src>>cerificates.h

Home Share View
U o Cut x Eﬁ B Mew item = " open ~  FH selectan
% « ﬂ Easy access ~ DEdit - Select none

w.| Copy path
Move Copy Delete Rename New Properties
- 4 History EJEI Invert selection

Pinto Quick Copy Paste -
access [#] Paste shortcut to-  to- M folder
Clipboard Organize Mew Open Select
“ v I » This PC » Desktop » CCM-SIMPLE-TSL » CCM-SIMPLE-TSL » src ~ CI
Name Date medified Type Size
7 Quick access
————————P | certificatesh 8/21/20192:00PM  H File 5KB
e Creative Cloud Files > main.c 8/22/20198:24 AM  CFile 12KB
%3 Dropbox
@ OneDrive
= This PC
= JLINK (F)
|_ﬁ Network

Certificates.h directory

B ———————————————
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10- Copy the client certificate, private key and the Amazon root CA to certificates.h as strings then
save. You don’t need to use the public key here.

{_3 certificates.h - Notepad

File Edit Format View Help
l/*

* Copyright (c) 2018 Nordic Semiconductor ASA
x

* SPDX-License-Identifier: BSD-5-Clause-Nordic
x/

#define CLIENT_ID "nRF9160@-DK"

#define CA_CERTIFICATE \

----- BEGIN CERTIFICATE-----\n" \

"ME TDQTCCALmghu] BAg T Thany ¢ 1 50 JAo S LaPul ) Ty JANBgR e 1 GMBBAQs < \n"
AR Q. QYINVGQA w TV 7 § POAIGA | U WAL e M o YOV w St 6\ "
" B g SOQSASBARD T INDUN N JAPOASS olD TRENDE w82 AP o1 \N"

" I L U B VW ANBRGVEAG T F 1 Vi 1 I A LU AnQOMW] hemr, [ F )or\n "

"I AU T CAS 1 uOQY Mo T WAQE BEQADEE! PADK ( AQu( ggf BAL )4groeiet | \n"

" ¢ angt BONTYLEN2Y ) LoWLgh VP LENAL vrAl thtOgQ dpOng TQNrolve WAMg 1 JM\n"

"HORT T o6 ¢ 1 ARSIt S )@Y 180 /0 1 2peViOVAAS &6 nin Sobadig msUSL /gu\n"

"1 At Qg Kme s/ 3R DG MMV et o e Do, | il i AntumatMinadi \N "

WO PSS SN Bt KT AL L Agh ¥ TEME ) & KB | NG| WD Sqsa@liplaDl 1L \n"

"SI gy 2 1 LAy TUMT D « #VOF MG# TDSy I 9V /QUE/ 1 108 ghweOyQu\n"

" SO )+ 1 o At AN AN YOVRET AQH Bt § / 1 ACBGIVHORRASBE BN \n "

" AV NPQVOVRBOBEYE § 1OV 2 U 71wl JQuC F e x 71T go DAL Sqh 15 JOQEBCwtM \n "

" A T BAQL VE 18 Wan VIS GEN MO ¥ onsbr & 1ES 1 508 /6wt JAByELE SOl \n"

“USPLC  JuCIPTATS JANT # TU D rtibad T ~C( 2g JerZERun 101 181 11 /msvt adQlubls \n"

" M g S ¥ ol e lly 8Py TV § WP it SV g2V | TORGL IF ] JOVEBSv\n"

"0/ G IVEINTBQUIINS § - de P a2V 35 QR 15 Ld g )¢ Jmig sy WIS ok IQRII\N"

" 50 |+ yMRQeAONN ) 0 LB JUMKALINEAT SVEOD 2x INDM Tt noQeletADb gy \N "

“ iR iaQrol vielq ST PASESQAGS n T |

A e END CERTIFICATE----- \n" \

O P P P P

#define CLIENT PUBLIC_CERTIFICATE \

PO BEGIN CERTIFICATE----- \n" o\

VT IO )0 C AR g T BAG TVAPPS § INSrp LaSod ) 14a/ A7S L F o MG S6S 15 OQEB\n"
“C A B 18 AgMVIASAOR § 1 Vvt | BRI guUZVydnl | 7100 T 1 180 60044 9t \n"
TIELuYyag TOL T 20 Sen | 15 MUPVENC Inptmdin JAgQ: | VU2 Aet w0 Al | wODE 2\n"
WY ah 0T E 2 E T | A OASAGIVENPE O K8 )5 L QgOIVy 9 Lmeniin\n"
" SAnaggt IS 5gS 15 YOOE BAQUAM | B0yt Ao I BAQDS 1 7 Y9 ) 1VDn /o8 / 2\n"
TIPS s e f ¢ S IOGSE OF Jru Ao 4 /818G | 16PN 650 ) + o S \N"
“ Ky Lot Jo t@0mrtho@¥] 10 1 5 SBFNTE L7 1501 YA ) INE YT 10V D rte o QR B0 2\n"
“Gnx € g Pu¥ Lol Joec et gV TUrt{ why Tole 287 1905 IQVF «uSAQOTE 261400 Q8T \n"
" POt ) 20V TR 1 ) P T odn D ey @ WA wt WO Eplg Ve The 1 \n"

P P P P

Certificates.h file
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11- Go back to your AWS account, click on the thing you created and select Interact. The thing
shadow is the host broker that you will need to add to your configuration.

my-client-id

TYPE1 )
Actions -

I Details Thing ARN Edit

Security A thing Amazon Resource Name uniquely identifies this thing.

Thing Groups
arn:aws:iot:u 19 9181:thing/my-client-id
Billing Groups
Shad
Type
—_
Activity Q  Typel e
olations
Defender metrics
Thing Details
HTTPS
Update your Thing Shadow using this Rest AP| Endpoint. Learn more
= Interact

Host Broker

12- Open your Segger embedded studio, select file, Open nRF connect SDK Project and choose our
zip file.

13- Select Project>>Configure nRF Connect SDK Project>>menuconfig>>MQTT simple sample.
14- Use your new Host Broker, then choose publish and subscribe topics, and configure.
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&

MQTT simple sample
Provision of certificate <PROVISION_CERTIFICATES =
B Certificates to use <CERTIFICATES FILE> certificates.h
W Security tag to use for the connection <SEC_TAG> 16842753
= B MQTT publish topic <MQTT_PUB_TOPIC> myTopic/publish
= B MQTT subscribe topic <MQTT_SUB_TOPIC> myTopic/subscribe
= B0 MQTT Client ID <MQTT_CLIENT ID> my-client-id
e B MQTT broker hostname <MQTT_BROKER_HOSTNAME> a3lhop3ie60pop-ate

B MQTT broker port <MQTT_BROKER_PORT> 8883
Zephyr Kermel

Show Names [] Show Symbols

1Sh Al Load Save As Configure Cancel
ow

Configure nRF Connect SDK Project

15- Plug the nRF9160 DK to your computer and go to Build > Build Solution.

16- Go to Target > Connect J-Link, when its connected go back to Target and choose Erase All (Be
sure to erase the board every time you need to reprogram it).

17- Program and run your program by clicking the green arrow.

18- To make sure that your nRF9160 is connected to your AWS account, open TeraTerm. It should
look like figure 5.67.
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File Edit Setup Control Window Help

simple szample started

certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, B> result=A
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 1> rezult=0
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 2> rezult=0
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 3> rezult=2
Deleting certs sec_tag: 16842753
nrf_inbuilt_key_delete{16842753, 4> rezult=2
Write ca certs sec_tag: 16842753
Write private cert sec_tag: 16842753
Write public cert sec_tag: 16842753
LTE Link Connecting ...
LTE Link Connected?
IPuv4 Address found Bxb441ddi2
[mgtt_evt_handler:-1461 MQIT client connected?
Subscribing to: myTopic/subscribe len 17
Publizh: Test
to topic: myTopicspubliszh len: 15
[mgtt_evt_handler:-1711 SUBACK packet id: 1234
qutt_ﬂut_handler:iﬂil PUBACK packet did: 4151

Tera Term

19- To test publishing and subscribing using AWS MQTT Client, go back to your AWS account, select
Activity>>MQTT Client.

my-client-id

NO TYPE

Actions ~

Details Activity Pause Edit Shadow | MQTT Client

Listening for 51 minute(s)

el A CLiVitY

Activity

20- Choose a publish and subscribe topics based on your publish and subscribe topics in the
menuconfig (Segger Studio). Remember that you publish to a subscribe topic and you subscribe
to a publish topic.
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MQTT client @

Connected as iotronsole-1566493817615-2 -

Subscriptions

[t publish MQTT messages on topics. You can use this client to subscribe 10 3 topic and re ge:

Subscription topic

aw payloads (in hexadecimal

Publish

Specify a topic and 2 message to publish with 2 QoS of 0.

Subscribe and publish topics

Subscribe to a topic

Publish to a topic

MyTopic/publish me——

Subscriptions

Subscription topic

myTopic/publish

Subscribe
Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and receive these messages.

Max message capture (&

100

Quality of Service @
@ 0- This client will not acknowledge to the Device Gateway that messages are received

1- This client will acknowledge to the Device Gateway that messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)

Display payloads as strings (more accurate)

isplay raw payloads (in hexadecimal)

Subscription Topic

myTopic/publish Export Clear Pause

Subscribe to a topic

Publish to a topic

—_—

myTopic/publish

Publish
Specify a topic and a message to publish with a QoS of 0.

myTopic/subscribe Publish to top

Publish to Topic
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21- To Publish a Test message press on Button 2 on your nRF9160 and you will see the message
published in your AWS account.

myTopic/publish Export Clear Pause

Publish
Specify a topic and a message to publish with a QoS of 0.

myTopic/subscribe

Publish to topic

myTopic/publish Aug 27, 2019 9:41:11 AM -0400 Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

Test

Test message

Download the code here
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https://www.ctismartsystems.com/wp-content/uploads/2019/08/CCM-SIMPLE-TSL-2.zip

